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What percentage of children age 8-11 use social media?

What is the age rating of Facebook, instagram and Whatsapp?
What percentage of children age 8-11 have a smartphone?
What social media apps do you recognise?
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e \What percentage of children use social media? 44% of 8-11 year olds.
What is the age rating of Facebook, instagram and Whatsapp? 13.
What percentage of children have a smartphone? Internet Matters Survey

reveals 65% of 8-11 year olds own a smartphone 2025.
e \What social media apps do you recognise?

3@
N

HARLESTON SANCROFT y ¢
ACADEMY

e [ ol = ™15 ol

Diocese of Norwich
St Benet’s
Multi Academy Trust




@E Aims of Session
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e To be aware of some of the issues involved with social
media use,
e Know how we can support our children.
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The digital world

The internet is great
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Education Social Express New skills
individuality
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Social media is their online playground

Percentage of children Percentage of children using
using social media chat/messaging apps/sites

87% 9N%

of 8-11 year olds of 12-15 year olds of 8-11 year olds of 12-15 year olds

Internet
Source: Ofcom 2020-21




How children aged 5-15 are using the internet
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56% 9% 1% 55%
live broadcast video-on-demand gaming social media
TV content
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65% 97% 45%
messaging video-sharing live streaming
: ; internet
Source: Ofcorn 2020-21 apps/sites platforms apps/sites matters.org
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Internet use by young children is increasing

6 is the new 10

46% ~Age10in2013 31% «Age 10in 2013 32% «Age 10in 2013

Age 6 today » 48% Age 6 today » Age 6 today »

General browsing Instant Messaging Social media

internet
Source: Internet Matters Research - Children’s online safety in 2016, by Opinion Leader matters.org
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%é What Social Media Are Our Children Using?
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Children and young people use many different social media apps and sites. The
most popular are WhatsApp, TikTok and YouTube.

There are lots of benefits to social networking. Children can stay connected to
friends and family. They can also learn many different things, from makeup or
gaming tutorials to making slime, or how to create their own videos.

Like most things, there can be negatives too. For children and young people there
are risks that you should be aware of, to help keep your child safe on social
media.
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In class and playground conversations we have heard...

I'm always on

can download ApPpPs on my phone and ipad

ocebook

f l just iti
| have | just lied about my age Justtype itinto google and getit.. freel

My mum doesn't kn

eop\e
+ gnd chat fo P on the infernet

: oW how muc
| use *website higo

See you on |n
sta I
My x-box accesses the net gram!
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What are the key risks?

ACADEMY

Whilst social media provides a fantastic platform for entertainment, communication
and learning, it is not possible to control what other people choose to share, and they
may come across upsetting content. Young people must also remember that content
they upload online can be further shared by anyone who sees it, and it is very difficult
to ‘take back’ what they may regret later.

Social media provides opportunities for children and young people to communicate
with people outside of their offline friendship circle and this can be a positive thing.
However, there is a risk of inappropriate or harmful contact from adults online,
possibly by pretending to be a child, or using an anonymous profile.

Being kind and respectful online is something everyone should try and do. However,
the ability to be anonymous online may make people think that they can be unkind
without consequences.
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Social Media Age Ratings

Many sites have a minimum user age of 13, although
some sites, such as LEGO Life and PopJam, are
specifically designed for younger children.
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What are the risks of underage use?

Inappropriate Content

Users on social media
can come across
inappropriate content,
including cyberbullying,
violence and sexual
content. If your child is
underage, they might not
have the critical thinking
skills to navigate this kind
of content safely.

Security Risks

Children often overshare
personal information
without realising it. Social
media gives them a
platform to do this more
widely. This can leave
them vulnerable to data
breaches as well as
online predators. If your
child is underage, they
don’t yet have the skills to
identify potential harm.

Wellbeing and Body
Image

Underage social media
use can influence
children's body image
and wellbeing. Social
influencers often curate
content to only show their
best 'sides’, but children
might not yet have the
critical thinking necessary
to tell fact from fiction.
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%*@ Social Media Popular Terms

These are some of the features of different social media platforms and what they
mean:

Reel: a short video that users can create, edit and upload to share with their
followers.

Story: a way of posting photo and video content that typically vanishes after 24
hours. Stories can also be saved to a profile and viewed again.

Snap: a picture or video which is deleted automatically once it has been viewed. It
can be viewed for only a few seconds before deleting.

DM: a direct message, which is a private message sent on social media.

@ Diocese of f Norwich
St Benet’s

Multi Academy Trust



WhatsApp

@ WhatsApp

safety guide for
parents

13+ 58% 37%

WhatsApp's Kids aged 3-17 Kids under 13
minimum age who use who use
inthe UK Whats&pp WhatsApp
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What is WhatsApp?

WhatsApp is a social messaging app
from Meta that is used by over 2.7
billion people every month. It lets
users message others via their
mobile network, Wifi network or, via
WhatsApp Web, their broadband
network.

Users can send text, voice and video
messages, make voice and video
calls and share information and
documents.
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5 tips to keep kids safe on WhatsApp

security settings to keep users safe. Customise groups, app

a Review privacy settings WhatsApp has a range of privacy and
access, live location and more.

Customise contacts Show your child how to report and block
& unwanted contacts. Then, work with them to add their friends
and family. Review and talk about their contacts regularly.

Talk about personal information Make sure your child under-

- 3 stands what personal information is. Talk about the importance
of keeping that information private on WhatsApp.

Show them where to get support If something goes wrong or
Q\ they see something worrying on WhatsApp, make sure they
know to come to you, and talk about other sources of support.

Check in regularly Once you've done all of the above, check in
B ° with them regularly to review settings and how they use
HARLESTON SANC WhatsApp. | Diocese of Norwich

ACADEMY Multi Academy Trust




Youtube

YouTube is a video sharing platform where you can watch, create and share
videos. While you can’t send private messages on the platform, you can
communicate with other users via the comment section under the video player.
While you need to be at least 13 to create an account, you do not need an
account to watch videos.

Parents may choose to opt to allow children to use YouTube Kids which allows
parents to set up additional parental controls based on the age of your child.
There are no communication features available on this app.



Youtube Risks

Inappropriate Content — Even with filters, kids can stumble upon

violence, adult jokes, scary videos, or disturbing animations.

@ Comment Section Dangers — Unmoderated comments can include
bullying, spam, or inappropriate language.

© Algorithm Exposure — One innocent video can lead to a rabbit hole of
harmful or misleading content.

«) Influencer Culture — Kids may imitate unsafe behavior or fall for
product placements disguised as content.

% Overstimulation & Addiction — Constant autoplay and notifications
keep kids hooked for hours.



Snapchat

Snapchat is a communication service popular among teens and adults. Users can
take photos, record videos, add text or drawings (called Snaps) and send them to
Friends.

Snaps disappear after the recipients view it, or within 24 hours (for a Story or
Chat). Snapchat automatically deletes the Snap from its servers unless the users
save the content.



TikTok

TikTok is a free video-sharing and social media platform. It lets users create
content, share videos and watch short clips from people all over the world.

The app is popular for short-form content of all genres including dancing, history,
news and more. Several musicians rose to popularity after users shared their
music widely on TikTok.

13 is the minimum age according to TikTok’s Terms and Conditions. There are
additional age restrictions with TikTok for some features, which require users to be
16 or 18.



Among Us «

Among Us is an online multiplayer game where users have to decide which
player is the ‘Impostor’ while completing various tasks as ‘Crewmates’.

The game involves a lot of teamwork and interaction with others — including
both strangers and friends.

Users also have the option to customise the colour and accessories of their
avatars and the game itself.

While the game matches up strangers from all over, users can also create a
private server accessible only to friends who have the code.



Among Us Risks <«

® Live Chat with Strangers — Players can chat with others in public games, which
can expose kids to inappropriate language or behavior.

usernames or engage in cyberbullying.

In-Game Violence — The cartoon-style “eliminations” are mild but may not be
suitable for very young players.

= Access to Random Lobbies — Kids can enter public matches with players of all
ages worldwide.

- In-App Purchases & Ads — The free version includes ads, which may not be
age-appropriate.



Roblox h

Roblox is an online video game platform where users create most of the
content. That is, users can create their own games or experiences for the
public using Roblox Studio.

Children worldwide can then play these games, often online together,
through a smartphone, video games console, tablet or personal computer

like a laptop.


https://www.internetmatters.org/advice/apps-and-platforms/skills-building/roblox-studio/

Roblox Risks [« |

® Unfiltered Chat — Kids can talk with strangers in many games unless chat is
restricted.

User-Generated Content — Not all games on Roblox are kid-appropriate; some
have violence, scary content, or suggestive themes.

Predators & Scams — There have been real cases of adults pretending to be kids
in Roblox games.

. In-App Purchases — “Robux” purchases can rack up fast, especially with peer
pressure.

& Inappropriate Roleplay Games — Some games encourage behaviors not suitable
for young children.



Minecraft

Minecraft focuses on gathering materials from the game’s world and
building structures out of cubes, with various game modes available for
players to do this. These include a survival mode in which players must
fight enemies such as zombies and skeletons and a creative mode where
players are able to create whatever they like without any restrictions.

Players can play alone in single-player worlds, but they can also go online
and play in multiplayer lobbies with friends or strangers from all around the
world. Players need an invite to join private multiplayer servers, while
anyone can access public servers from the Minecraft menu.



Minecraft Risks

# Online Multiplayer — Kids can join public servers where they meet and
interact with strangers.

@ Chat Features — Minecraft allows text or voice chat, which may expose
kids to inappropriate language or conversations.

@ Moderation Varies — Some servers are kid-friendly and moderated,
others are not.

“ In-Game Purchases — Skins, textures, and other content may require
spending real money.

& Screen Time — It's easy to lose track of time in Minecraft’s creative and
survival modes.



What can parents/carers do?

% 1. Understand the Age Requirements
- 2. Have Open, Ongoing Conversations
393 3. Supervise Their Online Activity
=% 4. Use Parental Controls & Device Settings
— 5. Delay Access if Possible - Encourage tech free hobbies
[ 6. Model Healthy Behavior
@® 7. Set a Family Tech Agreement



What do we do in school to keep children safe?

e \We teach knowledge, skills, values in Life Skills lessons- including friendships
online and offline, bullying, internet safety, social media use, how to report
concerns, managing risk, media literacy and digital resilience.

e Safer Internet day in school, special internet safety lessons across the whole
school.

e Anti-bullying policy.

e Open channels of communication.

° ﬁ@e with police and other external agencies.
b
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What can parents/carers do at home to keep
wesessmeer chjldren safe?

Ask your child what their favourite apps are and find out the recommended
age for them. Talk to your child about why age limits are important — e.g. because
these sites/games are used by adults too, because users can contact each other,
because of the content that can be shared, etc.

Ensure that your child knows what personal information is, and what is okay /
not okay to share online, e.g. using a nickname rather than a real name.

Protect their online reputation by encouraging your child to “think before you
post,” and use the safety settings provided to help manage their ‘digital footprint’.
Content posted online can last forever and could be shared publicly by anyone
who sees it.
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What can parents/carers do at home to keep
children safe?

Make a report: Social media sites should have clear and accessible places to
make a report. Make sure you talk with your child about these tools and ensure
that they know how to use them.

Privacy settings: It is possible to set profiles to ‘private’ or ‘friends only’. This is
different to a public profile which can be seen by anyone. Most social media sites
allow you to remove your profile from public search results by using the privacy
settings.

Handling pressure: If your child is being pressured into doing something, let
them know that they can talk to you about it and they won'’t be in trouble for asking
for help. Explain that, if something happens that upsets you online, it's never too
late to tell someone.
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Reassuring your child that whatever happens online, you
are there to support them.

Let your child know that the best way to address any
problem they have online, is to tell a trusted adult
immediately. For example, this might include someone
sending them a friend request; an online message; telling
them to visit a specific website, or app; or asking them for
their personal information. Reassure them that if anything
happens online that they are unsure about, or makes them
feel worried or upset, they can come to you for help.
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How to protect your child

Guide your child to be safe online

0 Think before you post

e Be share aware

e Be a good role model
° Time online

e Get involved

internet
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Have great internet manners

1. Treat others as you would
like to be treated

2. If you wouldn'’t say it to someone 3. People can't see your body language,
in person don't say it online facial expressions or hear the tone of your
voice online — so don't over-use icons and

punctuation to convey meaning

4, Don't make a situation worse by 5. Don't start rumours or spread 6. Don't make fun of
provoking people even more gossip about someone online someone in an online chat

internet
matters.org
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Have great internet manners

@ 29

7. Post things that will inspire and 8. Make sure you don't create a negative 9. Include people in online games
motivate people in a positive way environment in an online world or game and social forums, and don't intentionally
through name calling leave people out

10. You can't retrieve material once it's sent 11. Respect other people's privacy 12. Respect other people's time and bandwidth
or posted online so if it might embarrass by avoiding posting too much information
you or someone, don't put it online
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Safe social media profile
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Use a strong Use an alias and Don't include Show your child Change settings
password avoid personal date of birth and how to block to private
pictures other personal and report
information
Consider the Don't accept friend Switch off Tell them to
minimum age requests from location services think before
strangers they post Internet

matters.org
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Final Thoughts- Communication

Remember:

Get engaged with
their digital life
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http://www.youtube.com/watch?v=rl_gZTQ9F7w

Useful Links

» UK Safe
NSPCC internet i I(r:gﬁ;rr\eetr
m atte I'S L] O I’g www.saferinternet.org.uk

< .
o Children
[$[e Young People’ S
% , Health Services
? JustoneNorfolk.nhs.uk
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